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Accenture Security Offerings

Comprehensive and industry-tailored security solutions and services

>
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@ Cyber Industry

Embed security to build resilience and mitigate risk across

Cyber
Strategy

Define cyber, risk mitigation and
regulatory strategies, aligning
security to business priorities.

C-Suite & Board Cyber Advisory
Cyber Risk & Regulatory
Security Strategy & Organization
Supply Chain Security

Business & Products Security
Strategy

critical areas of each industry’s value chain.
Cyber-Physical Security |

Cyber )
Protection

Protect the business as it transforms

- applying zero trust principles to
secure the entire digital core.

Cloud Security

Cyber Mesh, Zero Trust & SASE
Identity & Access Management
Application Security
Enterprise Platform Security

Data & Al Security

Metaverse & Emerging Tech Security

Industry Security Solutions

Cyber
Resilience

5

Pressure test defences, understand
emerging threats and prepare and
respond quickly to attacks.

Cyber Attack Simulation
Detection & Response
Crisis & Incident Response

Threat Intelligence
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Cyber Industry
Embed security to build cyber resilience and mitigate cyber risk across critical areas of each
industry's value chain.

ﬂjjj Cyber-Physical Security

Protect operational reliability and integrity by securing industrial control systems, process control systems and connected products at all
stages of the lifecycle, from product engineering to quickly detecting and responding to threats.

« Operational Technology Security e Product Security

¢ Financial || Health & Public @ Resources ©) Comms, Media

=—— Services Service = & Technology
Efficiently manage Secure organizations’ Secure digital Protect customer trust by Secure the technology

regulatory compliance and infrastructure and the transformation and securing the evolution of platforms and
improve trust with connected devices operations to transition to product manufacturing and communications networks

customers by enabling providing public services sustainability with focus on development companies. on which the global
secure digital transactions. and patient care. resilience, safety, and economy runs.

intellectual property.

* Cyber Resilience » Secure Medical Records &  « Secure Critical * Digital Trust & eCommerce ¢ Telco Customer Protection
 Security of Payments Devices Infrastructures Security  Software Product Security
. Trusted Services . Secur¢ Defense & National Opera_tlonal Technology « Secure Supply Chain and . 5G, Device and Hardware
Security Security Ecosystem Securit
e Cyber Insurance . . ) ) . . Y
* Citizen Digital Identity and  « Grid Protection e Cyber Resilient Plants

Trusted Services
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Cyber Strategy

Protect value and accelerate transformation by aligning cyber risk strategies with business priorities.

@ C-Suite & Board Cyber Risk & ﬁﬁ’ﬁ Security Strategy &
Cyber Advisory Regulatory Organization

Enable cyber risk oversight and Adhere to laws, regulations & risk Accelerate secure enterprise growth

accountability to protect business tolerances across the enterprise and through strategy, organization and

value. third parties. culture.

* Cyber Education & Governance * Geopolitical Cyber Risk Advisory » Security Assessment, Design & Control

Testing

« Tabletop & Crisis Management Strategy Supply Chain Security

« Cybersecurity Board Metrics « IT Governance, Risk & Compliance * Security Workforce, Culture &
(GRC) Organization
« Secure Business, Product, and

» Data Privacy Assessment, Design & )
Technology Transformation

Compliance
» Security Strategy & Organization

» Cyber Risk & Compliance As-a-Service .
As-a-Service
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Cyber Protection

Protect the business as it transforms - applying zero trust principles to secure the entire digital core.

o Cloud @ Cyber Mesh, a9 Identity & Access -8, Enterprise

©- Security Zero Trust & SASE £ Management SS platform Security
Secure the digital foundation Develop & implement a strategy Efficiently manage enterprise Secure applications end-to- Protect core enterprise and
and embed security at every and architecture connecting and privileged access, end, from ideation through intelligent platform services by
stage of the lifecycle to protect network, data, identity and modernize capabilities and requirements, design, build, hardening environments and
applications, workloads, infrastructure for constant and  automate provisioning at scale. test, deploy and operate. improving monitoring, security
containers & every cloud type. seamless verification. testing, access controls,

governance, risk & compliance.

» Cloud Security Advisory & » Zero Trust Center of * 1&AM Modernization » Application Testing » Platform Security Strategy &
Architecture Excellence » Identity Governance & « DAST Governance
» Secure Cloud Migration » Cloud & Network Security Administration « SAST « Platform Access Controls
» Secure Cloud Modernization Strategy & Architecture » Access Management » DevSecOps « Platform Vulnerability
» Managed Cloud Security » Secure Network » Privileged Access * Managed Application Security Management
Modernization Management + Automated Remediation
» Edge Security + Cloud Infrastructure
* Cloud & Network Managed Entitlement

Security Services

DA

RAD
=) Data & Al Security Metaverse & Emerging Technology Security

Drive trust & integrity by implementing, optimizing & operating security capabilities Ensure technologies of the global economy’s next generation are secure, resilient

for data transformations, including data discovery, classification, and protection. and sustainable now and as they evolve.
» Data Security Advisory & Architecture * Encryption & Key Management « Secure Metaverse & Web3 » Space & Science Technology
- Data Discovery & Classification e Trust Solutions * Quantum Cryptography
» Data Protection * Managed Data & Al Security
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Cyber Resilience

Pressure test defences, understand emerging threats and prepare and respond quickly to attacks.

@ Cyber Attack

Simulation

Simulate attacks to evaluate
the effectiveness of security
controls and test processes

and capabilities to be better
prepared to defend against

potential adversaries.

« Attack Surface Management
* Penetration Testing

¢ Red & Purple Teaming

¢ Cyber Simulations

» Threat Hunting

 Insider Risk

> 8/2/2023

-~ Detection
= Q & Response

Design, build and run Security
Operations at scale to monitor
your enterprise value chain,
proactively search for risk and
threats and promptly respond
to minimize the business
impact.

« Security Analytics & Automation
¢ Managed Threat Operations

¢ Managed Extended Detection
and Response (MxDR)

Crisis & Incident
Response

Rapidly respond end-to-end to
cyber events to reduce risk,
minimize business disruption
and accelerate recovery.

» Crisis Management
¢ Incident Response
* Forensics & Investigation

Data-led, industry relevant
intelligence delivered via multi-
disciplinary analytic services to
reduce and mitigate business
risks.

* Industry Intelligence
* Business Intelligence by Design

« Value-Chain Threat Assessments
and Services
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