




Moving to a risk-based approach allows organizations to apply the appropriate amount of friction when authenticating 
customers.

An omnichannel, 
real-time fraud detection 
and prevention capability 

adds context and 
actionable intelligence to 

your authentication 
decisions

CROSS CHANNEL 
VISIBILITY

STRONG AUTHENTICATION 
& BIOMETRICS

REAL-TIME CORRELATION 
AND DECISIONING

DEVICE LOCATION 
INFORMATION 

USER BEHAVIOURAL 
INFORMATION

FINANCIAL AND TRANSACTIONAL 
INFORMATION

IDENTITY AND DEVICE LINKAGE 
INFORMATION

BOTNET AND MALWARE 
DETECTION



Contact Center, IVR, 
Virtual Agent
• Frictionless handoff between IVR, 

virtual agent, and other channels
• Reduce authentication and 

handling time from minutes to 
seconds

• Reduce fraud with more secure 
authentication

Example:. Authentication times over 
the phone reduced by up to 3 
minutes, significantly improving user 
experience.

Mobile & Web
• Enable biometric authentication
• Move to real-time fraud detection 

& prevention

Example: $100s of millions annually 
in potential fraud loss identified & 
stopped in real-time. 

In-Person
• Leverage digital identity for in-

person interactions – teller, ATM, 
point of sale

Example: Retail Store Authentication 
Experience, Touchless/Cardless Kiosk

Omni Channel
• One set of authentication policies, 

applied globally
• No code changes – policies evolve as 

business needs evolve
• Reliable and consistent policy 

enforcement – remove the need for 
developers to enforce

Cross Channel

• Persistent session, as customer 
moves between channels

• Leverage mobile device as an 
authenticator for any interaction

Risk Aware
• Provide the right level of security, 

based on the risk of the transaction
• Extend existing fraud detection 

investments

• Improved customer 
experience

• Reduced fraud

• Reduced cost

• Higher digital channel 
adoption

• Improved speed to 
market

• Visibility of customer 
interactions across 
channels

Moving to a risk-based omni-channel authentication approach improves customer experience while reducing risk.



•

•

•

Moving to an omni-channel experience requires careful thought about authenticators and risk, to preserve security and 
customer experience.

What’s my login & 
password?

Whose name is on 
the account? What’s the PIN? I was just talking to 

someone about this

I just want to pay 
my bill, why do you 

need this 
information?

WEAK AUTHENTICATORS LACK OF CONTEXT & RISK



Adopting an omni channel authentication platform allows organization to apply consistent authentication policies across 
channels, as well as improve customer experience.

Biometrics, tokens, 
push, OTPs, PINs 



The below framework illustrates typical capabilities underpinning an omni channel authentication 
platform.
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