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Disclaimer:

The purpose of this presentation is solely educational.

The content and opinions contained in this presentation are
attributable to me solely in my personal capacity, and are
neither endorsed by nor reflect the opinions of my
employer, Level 3 Communications.
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 Intruder Hunting is a process for aggressive intruder detection and
eviction, focused on specific targeted assets.

* The basic components of the program include:
* Program Charter and Job Descriptions for team

Establish and Implement Security Baselines and Standards

Target Selection (Huntscape) based on Risk Evaluation and
Evidence Assessment

Monitoring Targets and setting Intruder Traps (Intruder Herding)

|dentify and Report on Intrusions and Intrusion Attempts
+ Eviction and Remediation

« Must include Recovery Point Plans for target systems.

« Must include a “Reporting Trust Plan” (discussed later)



Information Security Management System (ISMS)

Initiation

Practice
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» Pick a Standard Framework (ISO27001, NIST-800, PCI, etc...)

» Senior Management buy in is essential

Allocate resources and fund the program (or fail)
Define the goals, objectives, and charter (AKA Policy Statement)

|dentify your practice areas and assess your maturity (CMM).
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+ Red Team versus Blue team Considerations

* Intruder Hunting is an aggressor sport, so Red Team skills are more
suited to the job. Not the only option, just better.

« Required skills
« Risk Management and Assessment

* Penetration Testing Methodology

« Computer Forensics Tools and Methodology

« Specialized SOC function utilizing resources from the Forensics, Audit,
and VM/Pen-test Teams

» Leader reports to highest ranking Security Leader (Director of Security
Operations or the CISO) with dotted line reporting to Chief Legal Officer

« Who does your CISO report to? Is your organizational structure
creating a conflict of interest?
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Basic “blocking and tackling” (Firewalls, IPS, Endpoint Sec, system logging,
vulnerability scanning, and traffic monitoring)

Regular Penetration Testing (change testers/vendors regularly), and use
External Counsel for all Assessments and Pen Tests

Expand standard controls for Target Systems: Data Analytics
« User account monitoring
« Memory, Disk, Processes, Services, and Network Monitoring
 Full Log Monitoring and Analysis
« Configuration Change Monitoring (processes, ports, serviced, files)

All validation assessments should be driven by Data Classification

Define 3-4 classes of data, no more. Examples:

Public — Any access

Company Confidential — Employee info, Marketing, Pricing, etc

Compliance Sensitive — PIl, Financial, Health, ect

Critical — Operations flow, critical IP, business damaging, business terminating.
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Scope of the Intruder Hunting Program  ==5%
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» Define the scope of the Intruder Hunting program based on Company
Resources, Assets, and Risk.

« Do you have the internal resources to operate an IH program?

* Do you need external resources, or training? Maybe a two week crash course is
enough to get started.

« How many assets do you have? If many high-risk targets, consider periodic
target rotation. Rotation times should be less than 6 weeks.

« Document your Risk Assessment findings as a Coarse Guidance System
for Targeting.

« Use OSINT and Industry Peer groups for Target Fine Tuning
» Industry vertical Breach Reports
 Researcher blogs and reports shouldn’t be overlooked
» Peer groups should be formed or tapped if already existing (industry and geo)

» Local and federal law enforcement relationships should be maintained

« Use a Threat Intelligence Program for In-Flight Course Corrections
37



Using Risk Assessment Models

+ Use Standardized Risk Assessment Frameworks (they're FREE -

mostly)

* And, they provide consistent risk treatment (thus the term “standardized”)

* NIST 800-30 Guide for Conducting Risk Assessments
« THE FUNDAMENTALS
+ RISK MANAGEMENT PROCESS
» RISK ASSESSMENT
« KEY RISK CONCEPTS
« APPLICATION OF RISK ASSESSMENTS
- THE PROCESS
« PREPARING FOR THE RISK ASSESSMENT
« CONDUCTING THE RISK ASSESSMENT

« COMMUNICATING AND SHARING RISK ASSESSMENT INFORMATION

» MAINTAINING THE RISK ASSESSMENT
« ISO 27005 Information Security Risk Management (ISRM)

» Overview of the ISRM Process

» Context Establishment

* Information Security Risk Assessment (ISRA)

* Information Security Risk Treatment

» Information security Risk Acceptance

* Information security Risk Communication

» Information security Risk Monitoring and Review

evel 3 Communications, LLC. All Rights Reserved. Proprietary and Confidentia
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Larry is a bright, outgoing, entrepreneurial kind of person. When in college,
Larry was in the top of his class and earned a degree in biology, specializing in
molecular chemistry. Everyone expected Larry to go on to medical school, but
Larry decided on another path after getting his Master’s degree. Larry
graduated with honors in spite of occasional reprimands from his University for
organizing environmental protests and his two arrests for involvement in

unlawful Greenpeace activities.

Pease identify the most probable current situation for Larry now that he is 10
yrs out of college.

1. Larry is a director at a hardware manufacturer.

2. Larry owns a chain of health food stores and is involved in environmental
organizations.

3. Larry is a sales person for a health insurer.
Larry works in the retail industry.

17
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* You have 10 assets that you gauge to be of equal value.

» The last four times the company had an intrusion attempt, the
Intruders were targeting asset number 3.

« What is the probability the next intruder will most desire access to
asset number 3?7 (90%, 75%, 50%, 25%, 10%)

* Did you consider the following?

+ |s asset number 3 simply the first target that intruders are likely to
encounter after breaching external defenses?

» |s asset number 3 simply the least well defended?

+ |s all of this just a coincidence that would become evident with a larger
sample size over multiple organizations with similar assets?

« Why are you making assessments of the desires of strangers?

* The two logic flaws here are called “Belief in Small Numbers”, and
“the Availability Error”

Thanks to Amos Tversky and Daniel Kahneman for their work in the psychology of judgment and
decision-making in situations of uncertainty, as well as behavioral economics. 19
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Retail industry

Health Food Stores

health food stores
and involved in
environmental
organizations

Again, thanks to Amos Tversky and Daniel Kahneman for their work in the psychology of
judgment and decision-making, as well as behavioral economics. 23
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Value: Information and Associated Hardware Assets Level(3)
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There are only 4 types of value
1. Use Value: Utility and availability risk

2. Confidentiality Value: Regulatory risk, litigation risk, and loss of competitive advantage
associated with exclusive use

3. Integrity Value: Reliability in the accuracy of data (Regulatory risk litigation risk, process
failure, and operational inefficiency)

4. Reputational Value: Damage to public and partner trust

Risk Scenario analysis and scoring against assets
» First, understand the value proposition of your potential adversaries.

+ Can they make money from you? (Extortion, direct access to digital cash, resell of data,
use you for other attacks, national competitive advantage)

» Are you critical infrastructure? (Cyber warfare, battlefield preparation, active destruction
campaign, operational intelligence and intellectual property theft)

» Political, environmental, financial practices and affiliations.
« Some people just want to watch the world burn. (Digital Arsonists)

Backup Critical Servers to off-line, rotating storage

| ORGANIZED NATION HACTIVIST
" CRIME STATES - i

TR -
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Understanding the “Kill Chain” and its Variants = —=%%%°
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« Originally a military combat term. An integrated process requiring continuous
integrity for success.

F2T2EA
« Find: Locate the target.
* Fix: Fix their location; or make it difficult for them to move.
« Track: Monitor their movement.

« Target: Select an appropriate weapon or asset to use on the target to create
desired effects.

« Engage: Apply the weapon to the target.

» Assess: Evaluate effects of the attack, and any intelligence gathered at the
location.

Figure 3-11. Division concept of operatiora
fire support
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It has been said that defenders have to get it right all the time, while
attackers only have to get it right once to succeed. Not as true today as it
was 10 years agol

Detectable Functions
Presales Monetization * Scanning/Recon
Reconnaissance and discovery * Phishing
Attack strategy and exploit development “ G BN
Initial intrusion (establishing a beachhead)
Gain Persistence
Target acquisition (locating the valuables)
Creation of an exfiltration path

« Lateral Movement
« C2Comms

Capture, encryption, and exfiltration.
Monetization

= M A B Nl




Level(3)

Section 3:
Automated and Manual Analysis Datasets
&

Collection of Data and Data Reduction Rules

Bruce Roton
CISSP, CISM, CEH, CISA, CGEIT, ISO27001, CSSGB, CCSFP
Sr. Director, Security Solutions Architecture, Level 3 Communications




Security Data Science !&!9!(3)

ecting and Protecting
th Networked World™

Data Scientist: A person employed to analyze and interpret complex
digital data, such as the using statistical analysis complex cross-
correlation rulesets, in order to assist a business in its security decision-

making.

+ “To the extent possible, all decisions should be evidence based.”
But do not forget. ..

« “Evidence evaluated and interpreted in the absence of scientific
methodology spawns myth and monsters.” In other words, intuition is
not your friend.

* “The ignorance of, or denial of reality does not alter reality. It simply
renders one less empowered to deal with reality.”

“If you don't know where you are going, you'll end up someplace else.”



You Can’t Write Rules to Look For Suspicious, Until  Level(3)
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« Are rare outbound blocked packets corrected behavior?

« What is the normal behavior of my target system? Is it doing something
outside of that behavior model? How would | know if it was?

« What heuristics can | create based on my network behavior?

« Should that server ever communicate with anyone outside this network?
« Where is Data-XXX supposed to live and have you seen it anywhere else?
« Exactly who should be accessing those data stores?

« Should Fill in the blank type of data be traversing your network?

« Do you have a business partner in Ukraine?

+ Are there a few systems that are perfectly patched? Did you do that?
« Should that comms channel really be encrypted?

« Why is there a Telnet session running or port 25?

« Are you old enough to be talking to me? Consider Domain ages

« Are bad guys testing exfiltration path strategy on “expendable” asset -
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« Buy tools or DIY with the free stuff (DIY focus here!)

» Understand the technologies (Manual and Automated Big
Data Analysis)

DNS Monitoring and Analysis (A)
Network Monitoring and Analysis (A)
Reconnaissance Monitoring (A?)
Intruder Traps and Honey Pots (A?7?)
Log Monitoring and Analysis (A?)
Memory Monitoring and Analysis (M/A?7?)
Disk Monitoring and Analysis (M/A?7?)
Searching the Registry for persistence (M/A?7?)
Processes and System Services Monitoring (M/A7??)

Deriving Threat Intelligence to refine and focus the
HuntScape (BD Automation)

89



Targeting With DNS Data Analytics
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« Multiple Approaches to identify Malicious Domains:

Check for comms with IPs that don’t have related
nslookup queries. May be legit, or may be old-school
hacker fixed IP.

Develop white list for server based nslookup queries.
Note that some servers should never make DNS
queries.

Identify Fast-flux domains - Malware related domains
tend to have a short TTL with constantly changing
destination IP addresses for a single DNS domain name

Track create dates and domain history

Track associated IP range ownership over time.

157
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Catches the obvious
* Abuse (iTunes and web-radio) and Misuse (P2P and Gaming)
Catches the less obvious
« Communications to restricted or suspicious locations
« Unexpected/Banned protocols and Encrypted channels
Can catch the true outliers (a bit more work/storage)
« Rare Communications and slow but regular communications
* New behaviors and connections
Data Mining for Traffic Signatures

» Packet size within sequence: fingerprint potential malware
download

« Conversation timing: Associating packet delta with specific malware
« Flags and window size: Fingerprinting systems and malware

151



Reconnaissance Monitoring Level(3)
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398712 + 436572 = 447212

« There are two sides to every equation (although they may not actually be
equal). You've identified all the potential targets, but it is still helpful to know WHO
is targeting your organization.

« What type of reconnaissance are they running against you?

Direct Scanning? What's the “volume”, “quality”, and “specificity” of the scan?
Web and Application crawling? Look for TTPs, efficiency, “volume”.

Metadata hunting? What can they collect and how will it influence targeting?
Would you even notice the collection of this data?

There is always more than one way to get to a target. 1729 Did the attacker
discover a path to the target you hadn’t thought of?

Can you spot an attacker making any attempt to appear as part of your
legitimate communications ecosystem?

Social Media? Are employees being targeted? What might the attacker find?
Passwords, Corp Info, relationships, systems and defenses? (Highly manual
analysis today.)

227



Advanced Honeypots and Tar Pits
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» Modern honeypots have changed

« Multi context (Related Server Systems, not single server)

» Active appearance (Logs, Files, Users, etc) \ ’

« Moderately Self Defending -x__\’\/_,

« Best defense against a determined adversary
« Used to delay and distract honey
« System context switching is needed for intruder redirection.
» |deal for forensics data collection
« Advanced heuristics can be used to identify attacker and goals;
« Target selection
« Attack technique
 Malware usage

« Keystroke behavior (error rate, type rate, command use and rate,

command frequency, etc)
163
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Memory Monitoring and Analysis
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« What we can see in memory
* Processes (Path/Process Name, Version, Date/Time, Parent, MD5)
* Dynamic Libraries (Path, Version, Linked Process, MD5)
« System Drivers (Path, Version, Linked Process, MD5)
» File Versions (For cross reference back to disk file)
» Descriptions (For cross reference back to disk file)

« Examination tools
* Process Explorer
* Process Monitor
* Winhex
* Microsoft Windows Executables (wmic, tasklist)
» Volatility

« Specialized tools for firmware (Used for malware persistence)

« Binwalk is a tool for searching a given binary image for embedded files and
executable code. Specifically, it is designed for identifying files and code
embedded inside of firmware images. Binwalk uses the libmagic library, so it is
compatible with magic signatures created for the Unix file utility.
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