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Information Security is in Transtormation

Enterprise IT is Cloud Hybrid

e Cloud adoption is inevitable (Digital Transformation + industry
momentum)
* Legacy systems will take years to migrate or retire

Technology Mobility and Volume is Exploding

 Increasing demand for first class experience on mobile devices
« Variance in trustworthiness of mobile devices

Pervasive Digital Transformation and loT

* |oT adoption driving a wave of app development and cloud usage
» Enterprise PC Security strategies applying poorly to IoT devices

Increasingly Hostile Environment

* Increased attack surface with new technologies creates new blind spots

» Attacks rising in volume and sophistication to capture illicit opportunities
Note: Attackers generally invest in technical sophistication only as needed



https://blogs.technet.microsoft.com/mmpc/2017/06/07/platinum-continues-to-evolve-find-ways-to-maintain-invisibility/

Enterprise in Transtormation
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https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
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Imperatives and opportunity to reimagine security

Monitor and manage your hybrid cloud estate:

Visibility and Control over Blind spots

|dentity security perimeter to protect cloud, mobile, and loT assets
Automated policy monitoring and enforcement for modern estate

Agile and Efficient Threat Protection

Automated and integrated toolsets for response efficiency and effectiveness
Integrated telemetry to reduce noise and increase accuracy

Find and Protect Intellectual Property & Regulated data

Automate classification as documents are created
Persist data protection throughout it's lifecyle




Securing the Modern Enterprise

Integrated Security Experience
Integrate trillions of diverse threat signals, TPM hardware isolation,
machine learning, and human analysis into platform and tools

We Run on Cloud We manage attacks 24x7
7+ Years of Azure and Office 365

e Continuous attacks on
- Microsoft environments
We Run Cloud Services * Attacks on enterprise
22 years of Online Experience customers

Security is in our DNA
15 years of investment into trustworthy and secure computing
More than S1 billion per year in security research and development

Cybersecurity Reference Architecture

Recommended Strategies & capabilities
e Security Management

Threat Protection

Information Protection

Identity & Access Management

e ...and more

m" Microsoft




Building an Integrated Security Experience

INTELLIGENT SECURITY GRAPH
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Cloud Secumty S a partnersnip

Sharing security, privacy, and compliance responsibility with cloud provider(s)

Access & Usage
Always your
responsibility

Service

Responsibility varies
by service type

Fabric

Your or your cloud
provider’s responsibility

Device & Browser Security
‘ . Information and Document Security

Software (SaaS)

User and Account Security @
Policy & Compliance Accountability
Platform (PaaS)
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On Premises a Physical, Network, & Software Security




Security Advantages of Cloud Era

TRADITIONAL APPROACH CLOUD-ENABLED SECURITY Cloud Techno[ogy enables secur[ty to:
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Commodity Resources

Security is a challenging and under-resourced function
B Satisfied responsibility [ Unmet responsibility
[] Partially met responsibility [] Cloud Provider responsibility (Trust but verify)
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ldentity & access
management
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How much control
do you have over
aCcess?

Can your access control policies
adapt to changing conditions?

Can you improve user experience
and strengthen access protection?

How do you protect user credentials?



[dentity and access management

Prove users are authorized and secure before granting access to apps, data, and devices
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Protect at the Improve user Safeguard your
front door experience while credentials
maintaining security



Protect at the front door with
Conditional Access
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Allow access

Privileged user?

Devices j

Require MFA

Credentials found in public? Risk
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Accessing sensitive app? I ngh

Unmanaged device? Q% Force password reset
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Device compromised?

IP detected in Botnet?
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Impossible travel? Deny access

Limit access
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Do you have a
strategy for protecting

al’

d managing
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Nsitive information?

Do you know where your sensitive

data

resides?

Do you have control of your data as it
travels inside and outside of your
organization?

Are you using multiple solutions to
classify, label, and protect sensitive data?



Information protection

Comprehensive protection of sensitive data throughout the lifecycle—across devices,

apps, cloud services, and on-premises

<2 U4

Detect & classify Apply protection
sensitive information based on policy
Across
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Devices Apps Cloud services
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Monitor &
remediate

On-premises



Built in iﬁ

, Threat
security Platform O protection




How do you protect
your organization from
advanced threats?

How quickly can you detect suspicious
activities on your network?

How do you know if credentials have
been compromised?

How quickly can you remediate
advanced threats?

How do you protect your users from
email threats?



Threat protection

Built in, cloud driven, automatic protection
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Reduce attack Detect attacks faster Respond automatically
surface and block them to breaches where
appropriate
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How do you
manage security?

Do you know the security state
of your full estate in real time?

How easily can you configure and
manage the security posture across
your estate?

How do you proactively improve your
security practices over time?




Security management

Provide visibility, control, and guidance, with shared intelligence across the digital estate
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MIcrosort

Unique insights, informed by trillions of signals

Shared threat data
from partners,
researchers, and
law enforcement
worldwide

OneDrive

Outlook

930M

threats
detected on
devices every
month

400B

emails
analyzed

1.2B

devices scanned
each month

200+

global cloud consumer
and commercial
services

Xbox Live

Botnet data
from Microsoft
Digital Crimes
Unit

Windows

Microsoft
accounts

Enterprise security

for 90% of

Fortune 500

18B + Bing web
9
pages scanned

450B

monthly
authentications

750M+ Azure

user accounts
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http://www.microsoft.com/ata
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://azure.microsoft.com/en-us/services/security-center/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://azure.microsoft.com/en-us/documentation/articles/active-directory-identityprotection/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://products.office.com/en-us/exchange/online-email-threat-protection
https://docs.microsoft.com/en-us/azure/security/security-azure-log-integration-overview

Microsoft Cloud Services infrastructure

Global, hyper-scale, enterprise-grade infrastructure offering data residency
and business continuity in 14 worldwide geos

Enterprise reliability
via 100+ data centers and
Microsoft's global network edge

Compliance leadership

with standards and commitments
including ISO 27001, FISMA, and EU
Model Clauses

Office 365:

No standing access to data,

transparent operational model, and
99.9% financial-backed uptime guarantee

Security by design
operationalized at the physical,
logical, and data layers




Digital Crimes Unit

Leading the fight against cybercrime

Protecting people, organizations and our
cloud through global disruptions and
enforcement actions against cybercriminals

Investigations, forensics, and analytics
Machine learning, Al, and data visualization
Public and private partnerships

Creative legal strategies



Fthics and your Data

We have built a
culture of strong
privacy principles We provide governments with the ability to

) review source code and reassure themselves ¥ v r data is onlv used to
and |ead|ng of its integrity at our Transparency Centers enhance your e>></periences

security practices

"Most trusted
company

for privacy”

-Ponemon Institute’s Most Trusted
We put people first with Companies for Privacy Study
privacy by design



http://www.microsoft.com/Privacy/Principles.aspx
http://www.microsoft.com/en-us/showcase/details.aspx?uuid=b853cd25-6445-4692-a786-339f6173c36d&videoid=b853cd25-6445-4692-a786-339f6173c36d&from=shareembed-syndication
http://www.microsoft.com/Privacy/Principles.aspx
http://blogs.microsoft.com/on-the-issues/2014/07/24/brad-smith-wsj-interview-oppose-government-demands-personal-data/

INDUSTRY US GOV GLOBAL

REGIONAL

TRUSTED CLOUD

Azure has the deepest and most comprehensive compliance coverage in the industry
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2017
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Germany IT
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http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/

@ Our commitment to you

Security

Privacy & control
Compliance
Transparency

Reliability
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Microsoft Secure

Ensuring security to enable your
digital transformation through a
comprehensive platform, unigue
intelligence, and broad partnerships

B Microsoft
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