




Increasingly Hostile Environment
• Increased attack surface with new technologies creates new blind spots
• Attacks rising in volume and sophistication to capture illicit opportunities

Note: Attackers generally invest in technical sophistication only as needed

Enterprise IT is Cloud Hybrid
• Cloud adoption is inevitable (Digital Transformation + industry 

momentum)
• Legacy systems will take years to migrate or retire
Technology Mobility and Volume is Exploding
• Increasing demand for first class experience on mobile devices
• Variance in trustworthiness of mobile devices

Pervasive Digital Transformation and IoT
• IoT adoption driving a wave of app development and cloud usage
• Enterprise PC Security strategies applying poorly to IoT devices

IoT

https://blogs.technet.microsoft.com/mmpc/2017/06/07/platinum-continues-to-evolve-find-ways-to-maintain-invisibility/


Infrastructure as a Service
Platform as a Service

Internet of Things 1st class mobile experience

Cloud Technology

SaaS adoption

Perimeter of a Modern Enterprise

https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/




Identity security perimeter to protect cloud, mobile, and IoT assets
Automated policy monitoring and enforcement for modern estate

Automated and integrated toolsets for response efficiency and effectiveness
Integrated telemetry to reduce noise and increase accuracy

Automate classification as documents are created
Persist data protection throughout it’s lifecyle



Securing the Modern Enterprise

Recommended Strategies & capabilities
• Security Management
• Threat Protection
• Information Protection
• Identity & Access Management
• …and more

Integrated Security Experience
Integrate trillions of diverse threat signals, TPM hardware isolation, 
machine learning, and human analysis into platform and tools

We manage attacks 24x7
• Continuous attacks on 

Microsoft environments 
• Attacks on enterprise 

customers

We Run on Cloud
7+ Years of Azure and Office 365

Security is in our DNA
• 15 years of investment into trustworthy and secure computing
• More than $1 billion per year in security research and development

We Run Cloud Services
22 years of Online Experience

Cybersecurity Reference Architecture



Apps and Data

SaaS

Building an Integrated Security Experience

Malware Protection Center Cyber Hunting Teams Security Response Center

DeviceInfrastructure

CERTs

Identity

INTELLIGENT SECURITY GRAPH

Cyber Defense
Operations Center

Digital Crimes Unit

Antivirus NetworkIndustry Partners

PaaS IaaS



On Premises

Software (SaaS)

Platform (PaaS)

Access & Usage
Always your 

responsibility

Service
Responsibility varies 

by service type

Fabric
Your or your cloud 

provider’s responsibility
Cloud Provider Secures the Fabric

Infrastructure (IaaS)

Physical, Network, & Software Security

Device & Browser Security

Information and Document Security

User and Account Security

Policy & Compliance Accountability

Compliant Platform 
and Controls 



TRADITIONAL APPROACH
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Powered by the 
Intelligent Security Graph

1. Maximize Visibility
a. Internal
b. External

2. Reduce manual steps (and errors)
a. Automate
b. Integrate (with SIEM)

3. Maximize human analyst impact
a. Deep expertise and intelligence
b. Continuous Learning

ATA

Integrating with your SIEM

EDR -Windows 
Defender ATP

Azure Security 
Center

• Threat Protection
• Threat Detection

SIEM

Cloud App Security

Azure AD 
Identity Protection

Office
365

Connect to 
your existing 
SIEM tool and 
processes

Security 
Appliances

Log Integration
Audit Logs
Alerts

Azure SQL 
Threat Detection

ROADMAP

Office 365 Threat 
Intelligence

Office 365 ATP
• Email Gateway
• Anti-malware

Azure Log 
Integration

http://www.microsoft.com/ata
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://azure.microsoft.com/en-us/services/security-center/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://azure.microsoft.com/en-us/documentation/articles/active-directory-identityprotection/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://products.office.com/en-us/exchange/online-email-threat-protection
https://docs.microsoft.com/en-us/azure/security/security-azure-log-integration-overview






“Most trusted 
company
for privacy”

-Ponemon Institute’s Most Trusted 
Companies for Privacy StudyWe put people first with

privacy by design

Your data is only used to 
enhance your experiences

We provide governments with the ability to 
review source code and reassure themselves 
of its integrity at our Transparency Centers

“We do not provide 
anyone with direct, 
unfettered access to 
customer data.”
-Brad Smith, General Counsel

Microsoft
Trust Center

We have built a 
culture of strong
privacy principles 
and leading 
security practices

http://www.microsoft.com/Privacy/Principles.aspx
http://www.microsoft.com/en-us/showcase/details.aspx?uuid=b853cd25-6445-4692-a786-339f6173c36d&videoid=b853cd25-6445-4692-a786-339f6173c36d&from=shareembed-syndication
http://www.microsoft.com/Privacy/Principles.aspx
http://blogs.microsoft.com/on-the-issues/2014/07/24/brad-smith-wsj-interview-oppose-government-demands-personal-data/


HIPAA / 
HITECH Act FERPAGxP

21 CFR Part 11
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ISO 27001
SOC 1
Type 2ISO 27018

CSA STAR
Self-AssessmentISO 27017

SOC 2
Type 2 SOC 3ISO 22301 CSA STAR

Certification
CSA STAR
AttestationISO 9001

Azure has the deepest and most comprehensive compliance coverage in the industry
March 
2017

http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/
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