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Agenda Topics

What is the starting point of Customer-focused Service Management?
* Integrated Service Management and Hybrid IT

* How to find ROI sweet spots

* What are the key ITIL best practices and where does one start?

» Service Catalogs for Self Service

Service Request Catalog and CMDB go hand-in-hand:
High-level Execution Flow Example
MS SQL SERVER ON WINDOWS VIRTUAL SERVER

How to implement an effective Self-Service system?
» Service Catalog and downstream Automation

« Change Management — standard vs. normal changes
» Configuration Management and Asset Management

« How the CMDB gets populated with key Information

Key Design Principles for Service Catalog and CMDB
Q&A
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Integrated Service Management provides seamless interoperability
across heterogeneous (Cloud/non-Cloud) environments

» One common managementapproach spanning multiple data sources and providers
» Flexibility of choice for “best of breed” services

= Access services across clouds and traditional IT service providers

= Ability to control consumption of capabilities, how and where needed

Systems of Systems of
Record Engagement
Cloud ando Custom On DedicateOn  Dedicated off = Shared off
Premises Premises premises premises
non-Cloud Cloud Cloud

nvironments

Governance *  Quality »  Common Management
Analytics *  Flexibility *  Multi-sourcing

— Security Network Data Center Configuration a :;sgse?:] ot Parformance
oo End User Resiliency Mobility
' . VMs ety Reportin
— ‘ Help Desk Processes Applications Management posing
User Interface Services Data & APIs
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What is the starting point of Customer-focused Service Management”

N

IT Process

Issue

How addressed?

Service Request
Management and Service
Catalog Management

Over 40% of tickets relate to password
resets that require manual Service

Self-service portal for password resets

4n

ROI

15-20% of tickets are ticket status
inquiries

automated notifications sent whenever
work status changes or timeout is

/N

sweet spots

Incident Management

Sev 1 Incidents sit in Queue before

Enforce Incident prioritization

N

Issue is being worked before it is

rannrtad

Process enforces proper sequence of

actinneg

Duplicate tickets are opened

Service desk is single point of contact

Paging notifications differ between

Streamline paging notifications

Different tools are used for different
steps in the process (phone, tool,

leverage collaboration capabilities built
into the tool (chat, solutions)

no efficiency targets are defined

collect key performance indicators to
measure efficiency and process

Problem Management

no connection between Service
request, Incident, and Problem

seamless integration between the
processes

re-inventing the wheel for every

Searchable solution database

manual diagnosis checklist

define job plan and store in tool with
automation opportunity

handovers have potential for
becoming bottlenecks

gueues are monitored by means of KPIs
and escalations

» The above 3 IT Processes feed into Change Management — as standard or normal changes

» Configuration Management or Asset Management establish the Foundation

=>» Service Catalog Management is the Entry point for fully Automated Request Fulfillment
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Service Catalog Management for Self-Service

ITIL v3 will tell you there are two kinds
— Technical and Business

ITIL 2011 will tell you there are ‘core’ and ‘enabling’ services

Some (vastly different) examples
— “Request a Smartphone”
— “Reset my Intranet password”
— “Increase Exchange Mailbox quota by 500MB”
— “Replace broken Neon tube above my desk”
— “Deploy JBoss EAP on Linux Virtual Server’

ITIL 2011 Component Terms

Core Service

Only two types of IT Services:

(IT) Service Portfolio

Enabling Service FSERUEREIEETE NSRS
Strategy

Service Charter
SEIREED Desm
Package
Transition

rovemen
an }

IT) Service
Pipeline

(
(

IT) Service
Catalog

Retired
(IT) Service

A set of ‘Service Offerings’ describe something that a client ‘wants’ and ‘will pay for’. Usually
these have Service Tiers, Service Options and some kind of agreement. They are usually

‘subscription’ based.

A set of ‘Requestable Services’ may describe administrative functions that can be performed
and are really automated tasks fulfilled by a standard Request Fulfillment process.

"Qur customers are not going to buy simple services like disk space, a laptop, a server’

= Services have a hierarchy and may be composite or bundled

= Services may be completely abstracted from the underlying IT

» Services may be delivered using more than one provider (Service Integration and

Management — SIAM)
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Types of Services Catalogs

« Itis importantto present both Sales and Service Request Catalogs in a cohesive way
» Service Request and Request for Service have different audiences

* Request for Service — Business and IT managers authorized to contract for additional services — often part of

CIO or procurement office

» Service Request — steady-state users of contracted services

Project Office
Subscribe to / Qualify / Approve Services
Request for Service (RFS)

End User

Submit action/request for Client-
Specific entitled service
Service Request (SR)

=

T sales N

Catalog
RFS Workflow Mgmt

Pick List of Standard
Services

End User Service requests:
Install / Remove Software
Facility maintenance request
Request/Delete ID

Server Ops requests:
Build a Server

A typical Sales Catalog provides
a web interface to handle and
track an order/requestfrom the
Clientto add a new service.

The ‘Pick List function will
provide a basic client specific
catalog of services to purchase.

Service RequestCatalog(SRC)
provides a self-service interface
for an end userto initiate and
track an action/requestagainsta
provisionedservice. May
generate a billableevent.

Start/stop/reboot Server

Automated Fulfillment
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Service Catalog and CMDB Example:
MS SQL SERVER ON WINDOWS
VIRTUAL SERVER

N
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[<] (= PaaS Managed Services
[F] (= Database Services
(= pe2

(2 Ms sqQL

@ Oracle
[F] (= Middlevare Se
@ Apache
@ File Transfer
2 118
@ Jboss
@ MQ Series
@ Scheduling
@ WebLogic
@ WebSphere
[F] (= Operating System Sei
2 AIx
¢2 15/ios
@ Linux
@ Windows
(2 SAP Services
[F] (= Storage & Backup Ser
@ Backup
@ Storage (NAS)
@ Storage (SAN)

[F] (= SaaS Managed Services
[l (&= eMail and Collaborati:
@ Blackerry

@ eMail
@ Good for Enterpris

@ Share Point

- Example Walkthrough

MS SQL Entry / Enterprise on Windows Virtual Server
» Browse the ‘Self Service Center’ to find MSSQL Offerings under Platform

[=

as a Service, Database Services

(= Services

Lri' Cloud Managed Services

]

‘= Database Services

)| G

‘=l Middleware Services

O

+| | | PaaS Managed Services

Jould

| ot

Home » Request a new Service » Database Services

35

Install Service Recipient
Managed MS SQL Server

Install SQL Integration
Service on existing MS
SQL Server

MS SQL Entry/Enterprise
on Windows Virtual
Server
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CMDB Lookups establish Context and reduce Errors in the Order Form

» Select the mandatory and optional attributes =» most are lookups... grey fields are read-only

PVIS SQL Entry/Enterprise on Windows Virtual Server

Active Directory Domain
Offering Details
9 WWG00M ROOTDOM.NET Q
AD Organizational Unit
Requested For I OU=PROD,0U=CUSTOMER_SERVERS,0U=SERVER &
EU-ADE-REQUEY & Organizational Unit ready for handover to customer
Enter Date and Time to Schedule this Request (GMT) i)
OU=SQL,0U=Prod, OU=Customer_ServersSTOMER_S
Number of virtual Compute Unit :
Customer oot Conter umber of virtual Compute Units (vCUs)
2vCUs v
— EU-ADE Q1 1071063893 Q| Suemon GB)
Customer Name Hostname !
Europe - Super OE Ferrre 8 Sernicolon separated list of active directory groups:

Senice Collection Cl Number Backup Disk0 (System) Size ( Size in GB) WwwgO0m\SOLSysAdmwwgO0m\SOL ServiceUserNT 2
COJWNM22QKCOXELUVBERTQ Q| lves - 80 AuthenSication Mode (SOL AuthenSication (Mixed Mode) or Windows Authentication only)
Disaster Level Class Security Zone: Disk00 (Log Disk) Size ( Size in GB): | Mixed Mode v
1 Q FRANKFURT_PRODUCTION Q 16 Add SQL Server Integration Senvices to installation (YES/NO)
Data Classification Security Zone Trusted Storage Tier. e ”

Incicates f Filesream shall be enadled
Confidential Q| v High End N
o -
ISO Agreement Location Size of disk drive used for storing th
Add SQL Server Analysis Senices o installation (YESNO)

N Q| FRANKFURT 30 ™ .
Paragraph 203 Resbiction Purpose of Senvice Request Drive letter of disk drive used for Stq 1nseates if Transparent Data Encryption (TDE) is required (YES o NO), value needs 1o be computed
Y Q Test server for IBM - not to be charged F No v
Service Level Emdronment Size of disk drive used for storing tr] A3d SQL Server Reporting Senvices 1o Installation (YESNO)
BRONZE @ | |Production v 3 No v
Debtor: Retention of Backup licati

14D t Drive letter of disk drive used for stori Ouskiess Aopicatons
A-TOOSECO1 Q ays (Standard) -
Cost Center: DR Placement Priority; L WS SOL Server Collaton

- Server is preemplible v MS SQL License type (Standard or

Storage DR Mirror Standard Latin1_General_CI_AS

NO - Application Consistency Group Name

Storage HA:

NO - Is Senice Redplent Managed?.

PreEmpt Related Host NO -

Q
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ICD Walkthrough
MS SQL Entry / Enterprise on Windows Virtual Server

» From Service Request, an associated Change Request is created automatically as itis a
standard change

» SR is In Progress, Change is changed to ‘In Progress’ if no Cl conflicts detected

= Job Plans of tasks are automatically executed

Service Request Activities Related Records Third Party Data Solution Details Log Service Address
SR10003117 MS SQL Entry/Enterprise on Windows Virtual Server
5- Source - Created By CHRISDAW@USAIBM.CC‘
Owner: [[NVINELS . iad IINT=1=}
— Owner Name: | Change Assessments Impacts Schedule Authorization Related Records Third Party
Owner Group: |l Service Address
N
" Progress Map = Current Work ltems =
There are no workflow assignments.
Current WorH [
| Accept & Waiting for In Progress Completed Review Closed
There are no wo Categorize Implementation
Attachments
Change: =
. \ . 7 b
000500 Children of Change CH10003468 b Fiter 4 1-50f10 &
Status:
Sequence « Record Summary
INPRG
[) 10 CH10003469 RES Enrichment
» 20 CH10003470 Create DNS entry
p 30 CH10003471 Create container
p 40 CH10003472 Install OS Virtual
p 45 WO10010664 Install and configure agent and software
10 M Corporation




Configuration Management Database (CMDB)

A normalized object oriented Database

= Configuration Items (Cls) are stored in the CMDB

Source Configuration Item Description Classification

Relation

b GFEYJEBUSEIQGWLVY1INQG » Cl.SQLSERVER 4 RELATION.SUPPORTS
b GFEYJEBUSEIQEWLVY1INQG i » CI.SQLSERVER (1 RELATION.RUNSON
b GFEYJEBUSEIQEWLVY1INQG i » CI.SQLSERVER (") RELATION.ACCESSEDVIA
Related Configuration ltems P Fiter > $ 1-100f17 &
Source Configuration Item Description Classification Relation Target Configuration Item
b DEFR11Q991002. MWJTEST.GTS.IBM COi » CL.WINDOWSCOMPUTERSYSTEM @, RELATION.CONTAINS >  DEFR11Q991002. MWJTEST.GTS.IBM COi »
b DEFR11(',!991002.MWJ'I'EST.GTS.IBM.COl » CL.WINDOWSCOMPUTERSYSTEM ® RELATION.SUPPORTS » DEFR11()991002.MWJ'I'EST.GTS.IBM.COi »
b DEFR11Q991002.MWJTEST.GTS.IBM.COi » CL.WINDOWSCOMPUTERSYSTEM Q RELATION.CONTAINS » DEFR11C1991002.MWJTEST.GTS.IBM.COi »
; ® RELATION.CONTAINS » DEFR11(]991002.MWJTEST.GTS.]BM.COi »
Q RELATION.CONTAINS » DEFR11(1991002.MWJTEST.GTS.IBM.COi »
[ RELATION.CONTAINS » DEFR11(',1991002.MWJTEST.GTS.]BM.COi »
MSSQLSERVER (1 RELATION.CONTAINS » DEFR11()991002.MWJTEST.GTS.IBM.COi »
(1 RELATION.CONTAINS » DEFR11(}1991002.MWJTEST.GTS.IBM.COi »
E (1 RELATION.CONTAINS » DEFR11(]991002.MWJTEST.GTS.IBM.COi »
ﬁ m B (1 RELATION.CONTAINS » DEFR11()991002.MWJTEST.GTS.IBM.COi »

SERVICETYPE_MSSQL_VM_FUL ALZTEST20150616A. TEST.GTS....

COLL201506094

11
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CMDB Data Model for MS SQL Server

—— < runs on

Computer
System

contains —

contains —
\

SQL Server
(Instance)

accessed via |

<‘,

contains |

2

SQL Server
Database

Bind Address

binds to |

IP Interface

IP V4
Address

HO—binds to ——+H

binds to 1

L2 Interface

What is a suitable Data Model for a CMDB?

= CMDB Data Model follows the Common Information Model (CIM) Standard of the Distributed
Management Task Force (DMTF)

» CIM defines the CI and relationship types of HW/SW components, Operating Systems and

Middleware

=» This is needed in order to perform CIl reconciliation between Authorized and Actual Cls

12
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Key steps of the Walkthrough
MS SQL Entry / Enterprise on Windows Virtual Server

1.
2.

13

Service Management tool will generate the customer hostname

An Enrichment Request is made to the (Cloud) Provisioning system, which responds with:
1. the relevant IP address(es),

2. Provider Hostname,
3. SAN Data Store Cluster and
4. any other details necessary to perform the request

Base OS is then installed through Automation

Additional configurations are then made to install the data disk file systems and partitions
using Automation

Upon success, Configuration lItems are created for the OS, NICs, Disks and Service
Instance

MS SQL is then installed through Automation
Upon success Configuration Items are created for the MS SQL Instance

In case of any errors encountered, the Automation raises an Incident in the Service Desk

© 2016 IBM Corporation



SERVICE CATALOG MANAGEMENT
AND DOWNSTREAM AUTOMATIO
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Service Catalog and downstream Automation of Server Lifecycle
Management

Customer On-Boarding On'boarding

* Contract & Financial Managemen
* Security Policy
* Registration in tools

Service
Request Manager

Transition

Compliance & Audit
Manager

Approve Provisioning

Manager

Service
Request Manager

Asset Manager

Patch Configure
and - and
Security Asset

Security Patch
and Risk Manager

Steady-state

Reporting

[Reports Generator

Compliance &
Quality Assurance

Monitoring & Event
Manager

© 2016 IBM Corporation
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Change Management leverages data and analytics to drive
continuous improvement yielding higher success rates.

Best practices

Training +

High risk
assessments

Lo

Expedited
changes

Metrics / RCAs

Failed changes

Improved success rates
Operational stability

Enhanced client experience

90,000 changes each month = 90,000 opportunities to execute flawlessly

Data and analytics help improve success rates
Opportunity: Metrics highlighted specific account as having a

high rate of failed changes

_»Analytics leveraged to diagnose the root cause:
» Poor change ticket handling, planning, and execution
= Server activations and decommissions extending past
their change windows

Solution: Targeted training directed at teams most in need;

reinforced with consistent metrics and continued analysis.

Defect prevention process, Analytics, Data Mining

Sustained improvement

100.00% 1——
98.00% —
96.00% -
94.00%

8 92.00%

£ 90.00%
88.00% -
86.00% -
84.00% -
82.00% -

Change Success Rate

NNNNNNNN

¢evvBUviiiii EEESSELZ
$533335555555558553555;:55355358b85¢:5¢83
&8 2HE& == 28 2339

]

...........................

NN NN T T T T T ITIIIIILIIIIS T I

$8885c555522824555588883223z2%

nnnnnnnnnnnnnnnnnnnnnn

— — Minimum Target 98.00% _
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Standard vs. Normal Changes: Different Service Requests have
different approval paths. Consider the Environment, too!
Pre-approved — Blue, Requires CAB/Manual: Black

= |nstall MS SQL Standard/Enterprise on Windows Virtual Server

= |nstall MS SQL Standard/Enterprise on Windows Physical Server
= MS SQL Failover on Windows Physical Cluster

= |nstall SQL Analysis Service on existing MS SQL Server

= Add SQL Server Instance

= Create Database on SQL Instance

= Start/ Stop/Restart MSSQL Instance

= Start/ Stop/Restart MSSQL Database

»= Change Retention Period of of Database Backup

Evaluate whether all
these are really
needed!

A Service Catalog is
not an admin
console!

» Change Permanent Schedule of Database Backup
= Attach/Detach MS SQL Database

» Extend/Shrink MS SQL Table/Database

= Import MS SQL Database

= Export MS SQL Database

= Modify Configuration of MS SQL Database
= Copy MS SQL Database to a Different System

Most operations on
a production
instance are subject

to change re

= Delete Database

= Decommission MS SQL Server
© 2016 IBM Corporation
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Asset Management and Configuration Management are tightly couple

An Asset has a related Cl when itis
necessary to control changes to its

Asset Management spans the entire lifecycle of : .
configuration

an asset, focuses on tracking assets for financial

and regulatory purposes During this time a link between an Asset
and a Cl is an important element for
continuity, integrated process and

Lifecycle of an Asset ~ a@pplication value

(Assets are related to configuration items)

Requested Procured/Built Shipped | Operational Retired Disposed

I| Dev Test QA Productio. I
|

f | Lifecycle of a :
:
I
1

j Configuration Item (Cl) :

Configuration Management spans the productive life of assets in the
infrastructure, focuses on operational status and operational attributes
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Key Information will be entered into the CMDB in three Phases

» Site Boarding
— Once per site
 PODs
» Fire Compartments /
Rooms
— Changes hardly ever

» Organizational Entity
Boarding:

— OE is equivalent to
Business Unit

— Treated as separate
Customers in the system

— Whenever networking
characteristics change

— Changes rarely

» Ordering:
— Whenever an order is
placed
— Changes frequently

20

Site Boarding OE Boarding Ordering
SCCD Customer
Site I Organizational ONNS — Service
Entity Collection
contains | supports | contains |
Securit - d?
POD H-contains | Contex¥ deployed to Metered Service
Instance
contains |
contains | Trust Zone contains
supports 1
dk « located at
A
Building Secta
Lo ecurity . . Computer
Block | federates—oH B accessed via——o4 System
3 ‘
contains |

VLAN

T—<onnec!s ——

h — COﬂlBinS‘l

assigned 10 1

IP Interface pobinds td ——H L2 Interface
3 T
binds to |
l‘ assigned to *
IPv4 Address
1 assigned to—o+ FQDN
member of *
< |P Triplet po——
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Putting it all together:
Key Design Principles for Service Catalog and CMDB

1.

21

Distinguish between standard and normal change requests (ITIL)

1.

2.

Standard Changes are pre-approved and can be rapidly fulfilled, preferably
automated

Normal Changes most often require Change Advisory Board (CAB) approval and this
may take days. Such Requests MAY be candidates for manual fulfillment.

Consider whether automation is always needed. Consider the following criteria:

1.
2.
3.
4.

The complexity of the SR implementation

The frequency at which managed resources will need to be provided
The complexity of carrying out the Service Request

The Availability of low-cost skills to carry out requests manually

Critically evaluate whether an SR really needs to be created from an offering in the Service
Catalog (vs. simply typing the request into a text box of a BaU Service Request)

Follow an Agile approach for creating the minimum viable Configuration Management
product

1.
2.

3.

Which Configuration ltems are you obliged to report on?
Which of the Configuration Items and which of their parameters are actually

discoverable?
How are you obtaining this data today, and what is the effort to obtaining it?
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An optimized environment leverages a hybrid approach based on
workload characteristics and business value
» Data
Key considerations: ° Open integration
« Common management
Hybrid Cloud » Existing investments
Cloud Native Apps/Services
Enterprise Cloud Enabled
Applications
-
Traditional Dedicated Dedicated Shared
IT On-Premises Off-Premises Off-Premises
Cloud Cloud Cloud

Choose the right mix for your business
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